MarepuaJbl 1Jisl NPOBEIEHUSI MEPONIPUSITHIA
¢ netbmu 14-18 jer / niis 00y4arOmuXcs CTAPIIAX KJIACCOB
o01eo0pasoBaTebHbIX opranusanui (8-11 kiuaacc),
o0yyaruuecst NpogecCHOHATbHBIX

00pa3oBaTeJIbHbIX OPraHU3 AN

[To maTepuanam K ypoky 0€30MacHOr0 HHTEPHETA, pa3pabOTaHHBIM

Jluroii 6e3onacuoro UurepHera.

OcTopoxkHO: caliThI-
JIOBYIIKH!

Ne | Oramsl ypoxka CueHnapuii k mpe3eHTauuu «MarepHuaisl K ypoKy B CTapLINX Kilaccax.
Ipesenrtanus.» (http://www.ligainternet.ru/encyclopedia-of-
security/parents-and-teachers/parents-and-teachers-detail.php?1D=3652 )

L OnacHocTh CaiiTOB- JloOpeuii pen! N

HOLIEIIOK C pocTOM axkTHUBHOCTH B HHTepHeTev, JIOCTYITHOCTH BCEMHUPHOM CEeTH Bce
00JBIIIEMy KOJHWYECTBY IOJIb30BaTENEH, MPOIMOPINOHATHFHO aKTUBU3UPYIOTCS
¥ MOIIIEHHUKH.
Campble pacmpocTpaHeHHBIE adepbl B CETH — BBHIMAHWBaHHE (BBIMOTAHUE)
JICHET, PaclpoCTpaHEeHHe BPEAOHOCHOTO TPOrPAMMHOrO OOecredeHus: |
Kpaka Tapoliell IMOCPEACTBOM HCIOJIB30BaHMS CANTOB-TIOANEIOK (CalTOB-
JIOBYIIIEK).
Uro onu u3 cebs npeacrapistor? Kak Bel mymaere?
Omeembl
HeomnbITHOMY MOB30BaTENI0 MHOTIA AOBOJIBHO CIOXKHO COPUEHTHPOBATHCA B
cetu IHTEpHET U HE NIONACTh HA TAKUE CANTBHI.
Oco0eHHO OImacHbl MOAJEIbLHBIE CAWTHI COLMAJIBHBIX CeTeH, OaHKOBCKUX H
(MHAHCOBBIX OpraHu3anuii. 3aUKCUPOBAHO MHOXKECTBO MOIICIBHBIX CAHTOB
0aHKOB, ayKIIMOHHBIX JIOMOB, MOMYJSIPHBIX (haillo0OMEHHHUKOB, COIMATBHBIX
ceTeifl. A Bemp TaM, 3a4acTyio, TpeOyeTrcs BBOJ THapoiiedl, HOMEpPOB
IDIACTUKOBBIX KapT W Tak Jfanee. PeOsita, TONBKO MpencTaBbTE, YTO BBHI
coolmmTe 3TH KOH(UIEHIHUANIbHBIC JaHHbIC 3JIOYMBIILICHHUKAM, TONaB Ha
calT-noaenKky!
Kak xe otnuuuth calT-noanenky ot cailta-opurunana? Kak el cuuraere?
Omeemvl
Ilepexoo k credyrowemy ciatioy

2. Kak >xe oOmansiBatoT B HTEpHETE?

* [IpocsIT MOATBEPAUTD JIOTUH/TIAPOITb.

* [Ipeanararor OecrulaTHBI AaHTHBHPYC, a YCTAQHABIMBAIOT BPEIOHOCHOE
porpaMMHoOe obecrieueHIe, BUPYCHI.

¢ [Ipocat ornpasuts matHoe CMC.

Ecnu BBl He MOXeETe 3aliTW Ha CTpPaHHIy KaKoro-nubo caiTa IOJ| CBOUM
AKKayHTOM, BaM TOBOPSAT, YTO BbI 3a0JIOKUPOBAHbI, HEOOXOIUMO BBITIOJIHUTh
cleayIoLue AeHCTBUS:

- 3aKPBITh CTPAHUITY, YOSIUTHCS, UYTO OJIOKHPOBKA MPOIIANia;

- IPOBEPUTH CUCTEMY aHTUBUPYCOM;

- aBTOPU30BAThCS TI0J] CBOUMH aKKayHTaAMU U YOSIUTHCS, YTO BCE B IMOPSIKE;

- CMEHHUTb HCIOJIB3YEMBIE K aKKayHTaM MapOJIu.

Ilepexod k credyrowemy crauoy
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OcTopoxHo: cnam!

CKa)KUTe,- a KaK 4acTO BBl CTAJIKMBAETECH CO CIIAMOM?
Omeempol

CriaM — 3TO HeXelaTeNbHbIC PEKIIAMHBIC AJIEKTPOHHBIC TMTHChMa, TPUXOISIINC
€XXEeJTHEBHO MWLIMOHAM ToJib3oBaTeseit UHTepHeT.

Kaxk xe o6ezomacuts ceds ot aTux JtoBymek? Kak Bbl cunraere?

Omeemui

JlaBaiiTe 3aITOMHUM TIPOCTHIC IMPaBHiIa O€30ITaCHOCTH:

- yIansiTe MMChMa ¢ HE3HAKOMBIX aJIPECOB,;

- ITHOPUPYWUTE HEU3BECTHBIC CCHUIKH;

- urHopHpyiiTe otripaBKy CMC, eciu Bac IpoCsT 3TO CAENaTh;

- HCTIONIB3YHTE KHOMKU «JTO CTIam», «3a0JI0KHPOBATh OTIIPABUTEIIS;

- HaCTpOUTh 0E30MaCHOCTh Opay3epa U UCIOIb3yeMOH MOYTOBON POTPaMMEI;
- HWCHONB3YHTE JOMOIHUTENFHBIE pacHIupeHus Opay3epoB, KOTOPBIE
o3BOJITIOT O1okHpoBaTh CITAM m pexiiaMHbIe 0J10KH

- HCIIOJIL3YHTE aHTUBUPYCHBIC MPOTPAMMEI,

- MpOBepsiTe HAAEKHOCTh TTOCTABIIMKA YCIYT, HCIIONB3Ysl HHPOPMAIIMOHHBIE
CEPBUCHI «Who is».

Ilepexoo k credyrowemy caatioy

IlepcoHajibHbIE JaHHbIE U
JM4HasA nHpopMauus B
HNuTepHere

IIpakTHyeckn KaXIpld W3 Bac 3aperucTpUpOBaH B COLMAIBHBIX CETHX,
o0IaeTcs MOCPEICTBOM JSTHX CaWTOB CO CBOMMH POIHBIMH, IPY3bSIMH,
OJIHOKJIACCHUKAMM, 3HAKOMBIMU U HE3HAKOMBIMU JIFOAbMHU.

ITogHumuTE pyKH TE, y KOrO HET JIMYHOM CTPAHULbl HU B OJTHOM COLUATIbHOU
CETH.

Omeemut

Bot BuanTe, K coxaleHHIo, )KUBOE OOIIEHNE ceifuac BCe CHIIIbHEE BBITECHSET
oH-maiiH obmenne B MHTepHer. Ho 310 omHa cTopoHa mpobimembl. A
3aAYMBIBAJIUCh JIX Bbl O TOM, YTO AaKTUBHO IIOCCHIad COLMAJIbHBIC CCTH, BbI
MOJIBEpraeTe OMacHOCTU COOCTBEHHYIO Oe30macHOCTh? CKaXHTe, 0 YeM HICT
peun?

Omeemul

[IpaBunbpHO! MUWIUIHOHBI MOJIB30BATEICH, 3aXOMASAIIMX B COIUAIBHBIC CETH,
MOTYT BUJIeTh Bac. M OYeHb BaKHO MPOBEPUTH M HACTPOUTH CBOIO CTPAHUILY
TaK, YTOOBI TMUHYIO (KOHGHUIESHIIHATBHYIO) HH(POPMAIIHIO MOTII BUIIETH (€ciH
9TO JEWCTBUTEIHHO HEOOXOJHMO) camble OJM3KHE JIFOAH, HEOOXOIHMMO
HACTPOUTH MPUBATHOCTh. OUeHb YacTO yKa3aHHAsl BAMH JINYHAS. © KOHTAKTHAS
nH(pOpMAITUs UCIOJIB3YEeTCSd HWHTEPHET-MOIICHHUKAMHU, NPECTYIMHUKAMU IS
KpaXkul TIapoJicH, B LENSIX [IaHTa)a, BBIMOTaTeIbCTBA, OCKOPOJICHUS, KIICBETHI,
XUIIECHUS.

Co3naBasi CBOIO JIMUHYIO CTPAHMIYy B COLMAIBHOM ceTH, OyAbTe OCTOPOKHBI!
Ucnonesyiite Tompko Wmsa wmm llceBmonum (HUK), HEe MyOIUKyiTe
UHGPOPMALIMIO O CBOEM MECTOHAXOXKJICHUU U MaTEPHAJIbHBIX LIEHHOCTAX, H YK
TeM 0oJiee KaKyl0-TO OYeHb JIMYHYIO0 HH(OpMaLHIO.
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AHOHHUMHOCTH B
HNuTepHeTe

B coumanpHBIX CETSIX MHOKECTBO MOIIEHHUKOB, 3apETUCTPHUPOBAHHBIX IO
HMEHEM M3BECTHBIX JIMYHOCTEH WIM Jake BallMX 3HAaKOMbIX. MHorue
3a4acTyl0 CKpBIBAIOTCS I10JI MAacKOHM aHOHMMHOCTH, OyAbTE IPEIEeNbHO
ocropoxubl! Benp anonumHocts B MHTepHeTe — 3T0 MuUd. 3amymaiitech, ¢
KEeM BBl OOIAeTeCh B CETH, KTO CKPBIBACTCA 3a TE€M WJIM HHBIM HUKOM H
oyemy.

CrankuBanuch M BBl KOTAa-HUOYAb C MOAOOHBIM M, €CIU JAa, TO YeM 3TO
3aKOHYUIIOCH?

Omeemul

OOmasich ¢ He3HAKOMIAMM B COLMAIBbHOM CETH, BbI JaXKe HE MOJ03peBacrte,
YTO CPelly HUX MOTYT OBITh:

* MaHBSK{, MNeNo(QWIbl, U3BPALICHIBI, CKJIOHIIOUIME K COBEPILCHHIO
Pa3BpATHBIX JEHCTBUN;

* wuHTepHeT-XAMbBI  (Tponnum), mnpoBoumpylomue Ha HeEO0OAyMaHHBIC
HOCTYNKU U HEOOOCHOBAHHYIO arpecculo;

* KHOEpIIPeCTyMHHUKH, 3a4acTyl0 OOMaHOM  MOXHINAIONIHE  UyXKOe
HAMYIIECTBO;

* Xakeppl, WCIONB3YIOIIME  AHOHMMHOCTb  JJs  paclpoCTpaHEHUs
BPEIOHOCHOTO ~ TPOTPaMMHOTO  oOecriedeHusi, 3aBlajieHus Y4ETHBIMHU
JAHHBIMU, I1aTEXHBIMU PEKBU3UTAMH, IIEPCOHANBHOM HH(pOpMAaIHeH.

Kpome Toro, BUpTyanbHOE OOIICHHME, KaK U OOIICHUEC B PEANbHOMN KHU3HH,
TpeOyeT cobroieHus MpaBui dTuKeTa. Kak Bbl cunraere, mouemy?

Omeemul

Ilepexoo k credyrowemy caaiioy

OTKprTbIe CE€TH, TyiKasd
TEXHHKA

Kak BBI cunTaeTe, HaCKOJILKO Oe30macHa paboTa 3a 4y)KHUM KOMITBIOTEPOM?
Omeembi

BepHo, 10BOJIBHO ONaCHO OCTABJISITH CBOU YUETHBIE TAHHBIE HA YCTPOMCTBE,
KOTOpoe Tebe He MPUHAIICIKUT, STUMH JaHHBIMH MOTYT BOCITOJIE30BaThCS
JaXe B IPECTYIHBIX LENSIX.

Taxxe OyIbTe OCTOPOXKHBI B OTKPBITHIX M HEOC30MACHBIX CETSX.
[ToaxnroueHue K JOXKHOU CEeTH MOKET MOMEHTAIBHO JIMIINUTH BaC BCEM
MIePCOHATBHOM HH(MOPMAITUY, XPaHIIICHCs B BallleM JIEKTPOHHOM
yCTPOMCTBE: PECTYITHUKY CTAHYT JOCTYITHBI IAPOJIM U Apyrasi ”HPOpMaIusl.

3arnoMHHTE HECKOJIBKO IIpaBUJI, €CJIN BbI ITOJIB3YCTECH LIy)KOI\/’I TEXHUKOM WJIH
BBIXOJUTEC B OTKPBITHIC CETH!

1. Ilpu pabote ¢ MyOIUYHBIM YCTPOMCTBOM HCIIONB3YHTE MYHKT «IyXKOU
KOMIIBIOTEPY.

2. Hcnomnw3yiiTe pexuM «IIPUBATHOTO MPOCMOTPay B Opaysepe.

3. Bcerna ucnonb3yiiTe KHOIIKY «BBIMTI» NIPU 3aBEPLICHUN PabOTHI C
pecypcom.

4. Otka3biBaliTech OT COXpaHEHHS MApOJis PH PadOTe HA «IYKOM
KOMIIBIOTEPE).

5. Hcnone3yiite Oe30macHOe COETUHEHUE C TIOUYTOH U CEpPBUCAMHU
(6e3omacHoe coetmHEeHNE 0003HAYEHO 3aMKOM C 3€JIEHBIM TEKCTOM).

6. He ocrassiite 63 mpucMoTpa yCTPONUCTBA TOCTyIIA B ceTh (TenedoH,
IUIAHIIET, HOYTOYK).

7. Hcnone3yiiTe muQpoBaHHbIE XPaHWINIIA JaHHBIX, KOTOPBIE IOMOTYT
3alIUTUTH BalllH JIMYHBIEC (HaMIIbL.

8. Hcmons3yiiTe cIOXKHBIE APOITH, COCTOSIINE M3 MPOMUCHBIX U 3aTrJIaBHBIX
JATUHCKUX OYKB 1 LU}P, a TAK)KEe CUMBOJIOB.

9. Hcmomnb3yiiTe TOIBKO TaKUE CETH, B HAJICKHOCTH KOTOPBIX BBl YBEPEHBI.

Ilepexo0 k credyrowemy crauoy




YciaoBua HCIOIL30BAHUSA
NPOrpaMMHOI0 MPOAYKTA

YcranaBnrBasi TOT WIKM HHOM MPOTrPaMMHBIN MPOAYKT (0COOEHHO OT
HEU3BECTHBIX IIPOU3BOIUTENCH ), BHUMATEIHLHO YATANUTE TEKCTHI COTIIAIIICHHH,
Belb [10CJIE IPUHSTHS COTJIAILCHUS BCSI OTBETCTBEHHOCTh U MOCIIEACTBUS
HCTOJB30BaHMS IPOTPaMMHOTO NMPOAYKTA J0XKAaTcs Ha Bac!

Kak BbI cunrTaere, yem rpo3ut O0e3qyMHOE IPUHATHE COIVIAIIECHHUS Ha
YCTaHOBKY IIPOTPaMMBbI?

Omeemul

Wrak, moaTBepxkast COTaIlIeHHe «BCIEMYI0», BBl PUCKYETE:

- 0()OpMUTH IIATHBIE TTOAITUCKH/YCITYTH;

- IPEIOCTABUTD MPHIIOKEHUIO/TIPOrpaMMe OOIITUPHEIC MTPaBa;

- TUIITUTHCS TIEPCOHATBHBIX TaHHBIX, XPAHSIIIUXCS Ha dJIEKTPOHHOM
YCTPOKCTBE;

- ctath 3BeHOM CIIAM certy;

- CTaTh KEPTBOW MOIIICHHUKOB.

[Tpu ycTaHOBKE/MCIOJIB30BAaHUU HOBOTO MPOIPAMMHOTO MPOIYKTa
COOJIOTAliTe CIIETYOLIHE TPAaBUIIA;

- UCTIONIBb3YITE JTNIIEH3HOHHBIE TPOTYKTHI IPOBEPEHHOTO IIPOM3BOANTEILS,;
- BHUMATCJIbHO 3HAKOMMUTLCS C JIMLCH3MOHHBIM COTJIAIICHUEM

- HE UCTIOJIb3YITE MOI03PHUTEIIFHOE POrPaMMHOE 00eCIICUeHHE.

Ilepexo0 k credyrowemy caatioy

MoOuabHbIe yeTpoiicTBa /
MooOnabubiii UHTEpHET

Ckaxure, MOKAIYHCTA,- 2 YTO BBl IOHUMAETE MO CJIOBOCOUETAHUEM
«MoOunbHBIN MHTEpHET»?
Omeembl

CCFOILHH BC€ COBPEMCHHBIC TCXHOJIOTUH MOOMIILHOM CBSI3H npeaACTaBJIAIOT
cBowm perreHus B cepe mocryna k cetu Mareprer. [losToMmy MOOHITBHBIN
WHTepHET — 3TO TEXHOJOTUs ATl TOIKIIOUEHHS K TTI00aIbHOM ceTH
MPAaKTUYECKU U3 JII0O0TO MeCTa.

HOJII)?;YSICI) MOOWMIIbHBEIMHA MMPUIOKCHHUAMU, 6YI[I)TC BHUMATCIIbHBI U
OCTOPOXHBI, BEIb B BallleM Tesie()OHE MHOTO BaXKHOM HH(POPMaLUK, KOTOpast
MOKET CTaTh JIETKOJOCTYIHOM IJIA IPYTUX JULL.

Cobumroas crieyromiye mpaBuiia, Bbl 00e30macuTe ceost:

- CJIeIUTE 32 CBOUM MOOWIIBHBIM TeJe()OHOM WIIH TUTAHIIIETOM;

- yCTAaHOBUTE MapOJb Ha BKIIIOUEHHE MOOHIIBHOTO Tesle(oHa;

- YCTaHOBUTE MOOMIIbHBI aHTUBHUPYC;

- urHopupy#Te 3B0HKH 1 CMC ¢ HE3HAKOMBIX HOMEPOB;

- YCTAaHOBUTE NMPUIIOKEHUS, MU(PYIONINE BalllK JTMYHbBIC JaHHBIE;
- OTKJIFOUUTE (PYHKIIMIO aBTOMOAKITIOUEHUS K OTKPBITHIM Wi-Fi ceTsim;
- HCTIONIB3YHTE TONBKO 3ammmEnHble Wi-Fi cetu;

- IpaBUJIBHO 3aBepinaiire padoty ¢ myonuaasiM Wi-Fi;

- BHUMATENNbHO W3y4ail MpaBa, 3arnpammBaeMbie MOOHIbHBIMH
MIPHIIIOKEHUSIMU;

- HCIIOJIE3YHITE TOJILKO MPOBEPEHHBIE MOOMIIBHBIE CEPBHUCHI

Ilepexod k credyrowemy crauoy




OcTOpPOXKHO, MOLLIECHHUKM:
YTO TAKOEe KAPAUHT U
dummHr

A KTO M3 MPUCYTCTBYIONINX 3/IECh CETOTHS-CIBINIAN TAKUE OMPE/ICIICHUS, KaK
«KapauHr» U «GumuHr»? YTo BEI 00 3TOM 3HaeTe?
Omeembol

Kapauar — cnoco0® MomeHHIYECTBa ¢ UCTIOIh30BAaHHEM OAHKOBCKHX KapT.
[IpecTymHHUKH MOXUIAIOT PEKBU3UTHI KAPTHI CO B3JIOMAHHBIX CEPBEPOB
WHTEPHET-Mara3uHoOB, IIATEKHBIX CUCTEM WM C MIEPCOHAIEHOTO KOMITBIOTEPA
MOJIH30BATES.

QUIIMHTOBBIE COOOIIEHNS — 3TO YBEAOMIICHHS, OTIIPABICHHBIE OT UMEHH
aJIMHHUACTPATOPOB OAHKOBCKUX WJIM JPYTHX IUIATSKHBIX cucTteM. OHU
MPU3BIBAIOT IMOJIL30BATEINICH MPOUTH 1O (HabIIUBOM CCHIIKE, YUTOOBI YKPACTh
KOH(MIeHIIHAIbHBIE TaHHBIe. Kak TOJIBKO MPEeCTYITHUKH MOTyJatoT
HE00X0UMYI0 UM MH()OPMAIIHIO0, OHI MOMEHTAIIBHO HCIIONB3YIOT €€ IS
JIOCTyTa K 0AaHKOBCKOMY CUETY.

ByzapTe mpenenbHO OCTOPOXKHBI, OKa3aBIINCh HA COMHUTEIHHOM caifre!

Ilepexoo k credyrowemy caatioy

10.

OcTOpPOXKHO, MOLLIEHHU KM
npeaynpe:xIeH — 3HAYUT,
BOOpY:KeH!

WHTepHeT-MOIIEHHUKY AEHCTBYIOT U TAKHM 00pa3oM:

- OTIIPABJISIFOT YBEIOMJICHUE O KPYITHOM BBIUTPBIIIE C LEJIbIO BEIMAHUTh
JIEHBTU (SIKOOBI HAJIOT) 32 TIOTYYEeHNE BBIMTPHIIIA;

- AaBAT Ha )XaJIOCTh U OTHPABJIAIOT MMUCbMa C HpOCB6OI>i O ImoMoIu SIKO6I)I oT
0J1arOTBOPUTEIIBHBIX OPraHU3aALUI WK HyKIAIOIIUXCS JIFOICH;

- OTIIPABJISIIOT TaK HAa3bIBAEMbIEC «HUTEPUHCKHE) MMHChMaA C TaKOH
nHpOpPMALIMEH: y aBTOpa MICbMa €CTh MHOTO JICHET, TOJyYeHHBIX HE COBCEM
3aKOHHBIM HYTéM, 1 IIO3TOMY OH HC MOXXCT XpaHUTH JCHBI'KM HA CUCTY B
OaHKax cBOeW cTpaHbl. EMy cpodHO HE0OX0UM CUeT 3a pyOekoM, Kyaa
MO>KHO IIEPEUUCIUTh AEHBI'U. ABTOPBI OJOOHBIX MUCEM MONPOCST TeOs
OOHATMYUTH KPYITHYIO ICHEXKHYIO CYMMY, B KAYeCTBE BO3HATPasKACHUS
obemas ot 10% no 30% ort 3asBIeHHO B UCbMe CyMMBI. Vnes
MOILIECHHUYECTBA 3aKII0YAETCS B TOM, UTO [10JIb30BATEIb IPEAOCTABUT JOCTYI
K CBOEMY CHYETY, C KOTOPOTo Mo3Ke OyIyT CIIMCAaHbI BCe JIEHEKHBIE CPECTBA.
He Benureck Ha 3TH yIOBKH!

Ilepexoo k credyrowemy caatioy

11.

CpeacrTBa 3allIUTHI OT
HNrTHepHeT-
MOIIEHHUYeCTBA

Wrak, 4T0OBI HE NONACTHCS HA YI0UKY MOIICHHUKOB,

- HCTIOJNIL3YITE HHCTPYMEHTHI Opay3epa: «u30paHHOe», «3aKITaIKI»,
«OBICTPBIN TOCTYIIY;

- HE MePEXOIUTE TI0 CChUIKAM, YKa3aHHBIM B IMOJO03PUTEILHBIX MTUCHMAX;

- yIansiTe MMchMa, COICPIKAIINe HE OTHOCSIIYIOCS K TeOe nH(OpMAIIHIO,
CBSI3aHHYIO C JIEHE)KHBIMH CPEJICTBAMH, OCOOCHHO OT HEN3BECTHBIX JIIOJIEH;

- He OyIbTE CIIMIIIKOM JIOBEPUYMBBIMH, IPOBEPSHTE BCIO HH(OPMAITIHIO,
COJIEpKAIIYIO MMPOCHOBI O TOMOIIIH;

- IPOBEPSIITE azpec cailta;

- oOpaTuTe BHUMaHKE Ha HACTOSIINN a/IpeC calfTa: MPU HaBEIEHUH MBIIIN
peanbHBINA agpec 0TOOpakaeTcsl BO BCILTBIBAIOIIEH TOJICKA3KE;

- BHIMATEJIBHO U3YUYHUTE COJIEPKUMOE caiiTa — Hajnm4are 1e(heKTOB BEPCTKH
(cnBuHYTHIE OJOKH, KAPTUHKH, HAIIOI3AOIINN APYT HA APYTa TEKCT U T.1.) U
rpaMMaTHYECKHUX OIIMOOK SIBHBIN MPU3HAK TOTO, YTO ¢ CAHTOM YTO-TO HE TaK;
- o0paTuTe BHUMaHHUE HA JATHI IO/ COOOIICHUSIMH, OJIOKaMU, HOBOCTSIMH — Ha
MOAAENBHBIX CaliTaX JaThl, KaK MPABUIIO, YK€ HEAKTyaJIbHbI, HOBOCTH —
MIPOCPOYICHEI;

- Ha MOTIIEHHUYECKUX CalTaxX MPaKTHYECKH HUKOTAAa HE YKa3bIBAIOTCS
KOHTaKTHBIE JJaHHbIE, HET (hOpPMBI 0OpaTHOH CBS3M, TMOO OHA MPOCTO HE
pabotaer, 10O yKa3aHHBIC B KOHTAKTAX JIAHHBIE — ITyCTHIIIKA;

- MOIIICHHUYECKHE CalHThl HE UMEIOT TOCTEBBIX U (HOPYMOB;

- HACTOSIIUE CalThl He TIPocAT oTnpasiaTe CMC Ha KOPOTKHE HOMEpA;
MaKCHMYyM — 3TO 3aIpoC Balllero Homepa Telie)oHa, Ha KOTOPBIA U TPOXOIUT
KO/,

Ilepexo0 k credyrowemy crauoy




12.

Bansinne BUpTYaJbLHOM
CeTH Ha peaJIbHYI0 )KM3Hb

SBNsAsSICH MHTEPHET-TIONIB30BATEISIMU, KXKBIH U3 BaC HECET IEPCOHABHYIO
OTBETCTBEHHOCTb 32 COOJIIOICHUE OIPEIEJIEHHBIX 3aKOHOB:

@denepanbHbiM 3akoHOM OT 27 wutons 2006 r. N 149-®3 «O6
nHpopmanuy, HWHOOPMALMOHHBIX TEXHOJOTMSIX M O  3alluTe
nH(pOpMaIUI» K pacIpOCTpaHEHHUI0 Ha Tepputopun Poccuu 3amperieHa
cienyomas uHboOpManus: MaTepualbl, cojAep:Kallie NyOJUMYHbIE
NPU3bIBBI K OCYLUIECTBJICHUI0 TEPPOPUCTHYECKOH [1eATeIbHOCTH
HJIN ny0JM4YHO ONPaBIBIBAIOIIUX TEPPOPHU3M, Apyrux
IKCTPEMUCTCKHUX MAaTEepuaJoB, a TaKKe MaTEpPUAaJIoB,
NPONAraHAupyOIUX  nopHorpaguo, KyJbT  HACWIHA H
7KeCTOKOCTH, 1 MaTEPHAJIOB, COJIePKAIIMX HELEH3YPHYI0 OpaHb.

JleficTByromee ~ 3aKOHOJATENBCTBO  YCTaHABIMBAECT KAk
YIOJIOBHYIO, TakKk H aJIMUHHUCTPAaTUBHYIO OTBETCTBEHHOCTH 34
MPaBOHAPYLIEHHUS, CBSI3aHHBIE PACHPOCTPAHEHUEM MPOTHBOIPABHOM
nHpopMaIuu.

ct. 272 YK PO - HempaBomMepHBIii 10CTYlI K OXPaHIEMON 3aKOHOM
KOMITHIOTEPHOW HMH(OpMAIK KoMIbioTepHOi uHpopmamuu (10 7 et
JIATIICHUS CBOOOIBI);

ct. 273 YK P® — Co3pgaHue, UCHOIB30BAHHE U PACHPOCTPAHEHHE
BPEeIOHOCHBIX Mporpamm it DBM (1o 7 net nuimeHust CBoO0IbI);

ct. 159 YK P® — Momennu4dectBo (1o 10 JyieT ymiieHus cBoOOABI CO
mrpadoM B pazMepe 10 OHOTO MUJUTHOHA PyOJIeii);

cT. 242 YK P® — He3akoHHOE pacnpocTpaHeHHe NOPHOrpadpuyecKux
MAaTepPHAJIOB WIIH PEAMETOB (10 6 JeT TUIIeHUs CBOOOIBI);

ct. 242 (1) YK P® — UsroromineHue u OOOpPOT MaTepuanoB WIN

MIpeIMETOB c NMOpPHOrpaguYecKuMH H300paskeHUAMH
HecoBepuIeHHOJeTHUX (10 10 JieT JuiIeHus: CBoOOIbI);
cr. 228.1 YK P® -  He3akoHHble NPOM3BOACTBO, COBIT WJIH

NepecblIKAa HAPKOTUYECKUX CPeICTB, NCHUXOTPONHBIX BelleCTB MM HX
aHAJOroOB, a TaKke HE3aKOHHbIE COBIT WM [epechUIKa PaCTCHUH,
CoJep)KaIlluX HapKOTUYECKUE CPEICTBAa MJIM NCHXOTPOIHBIE BELIECTBA, JIHOO
UX 4YacTed, CcoAep)KalluX HAPKOTUYECKHME CPEACTBAa WM MCHUXOTPOIHBIE
BEIIIECTBA
c MCIIOJIb30BaHUEM AEKTPOHHBIX 17001 WHPOPMAITHOHHO-
TEJIEKOMMYHHKAIIMOHHBIX ceTeil (10 20 et muineHus cBoOOIb);
ct. 20.29. Komekca Poccuiickoit deaepanuu 00 agMHUHACTPATHBHBIX

MpaBOHApYIICHUSX — PacnpocTpaHeHne IKCTPEMHCTCKUX MATEPHAJIOB
(wTpadHble CAHKIMK ¥ aJ]MUHUCTPATUBHBIN apecT 10 15 cyTok).

ITomunre, 328 BUPTY AJIBHBIE npectymienus orsedarot mo PEAJIbBHOMY
3aKoHy!

Kpome Toro, B cerm  UWHTepHeT  mMOSBHIUCH  COOOIIECTBa,
MponaraHupyomye Kpaxxu B MarazuHax. byaere 6aurensubl! CormacHo 4.l
Cratbst 158 VYronosnoro xozaekca P®: Kpaxka, T0 ecTh TaiiHoe XMILeHHe
4y;KOr0 UMYIIECTBA, - HAKAa3bIBACTCS JINIIIEHUEM CBOOOIBI Ha CPOK JIO 2 JIET.
Ilepexoo k crneoyrowemy caaiioy




13.

CoOmrogenne nmpaBuI
0€e30macHOCTH

BaxxHO mOMHUTB, 4TO Baia 0€30MaCcHOCTh B BaluX pykax. s aToro
CIIEIYUTE CIICAYIOIINM TPOCTHIM MPABHIIAM:

* eCIIM BBl HE YBEPEHBI B CBOMX 3HAHUSX, HCIIONB3yHUTE YUETHYIO 3aIHCH C
OTpaHUYCHHBIMHY MPABAMU;

* He paboTail OT UIMEHU aIMUHUCTpaTOpa (root) — 3To yOepexKeT OT
OOJIBIIMHCTBA 3apaKCHHIA;

*  HCIOJNIB3YyWTE aHTHBUPYCHYIO 3aIIUTY,

* PperyJIIpHO OOHOBIISIHTE ONEPAIUOHHYIO CHCTEMY H aHTUBUPYC;

* HACTpPOWTE AOMOJHUTENbHBIEC GYHKINH (OJIOKHPOBKY PEKIaMbl B
Opaysepe, GyHKIMH aHTUQHUIITUHTA, OJTOKUPOBKY BCILIBIBAIOIIUX OKOH,
peKHUM 0E30MMaCHOTO MOKCKA);

*  WCHONB3yWTe OHIHaIHHOE TUIIEH3NOHHOE U (ITH) CBOOOTHOE
MporpaMMHOE O0ecTieueHHeE;

* HE 3aXOJIMTE Ha CalThl, KOTOPHIC IOMEUCHBI KaK OTAacHbIC, HE
OTKpBIBaliTe (haiiiibl, KOTOPBIC OJIOKUPYET AaHTUBUPYC;

U camoe rnaBHOE, OrpaHUYMBanTe BpeMs paboThl B IHTEpHETE — KUBHUTE
peaTbHOM KU3HBIO!

Ilepexoo k credyrowemy caatioy

14.

Kak caenars Untepuer
0e3omacnee?

BrI Bcerzia MojkeTe «I103KanoBaThCs» B COLCETAX aAMUHUCTPATOPY
caiiTa/Tpynmsl Ha pa3MelIeHre OMacHOW/3anpeneHHol HHPOpMAaITHIH.
Ecmu Bo1 Betpernu B iHTEpHETE MPOTHBONIPABHYIO HH(OPMALIUIO
(mpomarania HApKOTUKOB, CYHIIAA, SKCTPEMH3Ma, TTOpHOTpaduu 1 T.11.),
MOXETE HAMPABUTh CCHUIKY 4Yepe3 cat PockoMHaazopa:
http://eais.rkn.gov.ru/feedback/.

15.

3aKJII0YNTEeIbHAA YACTh
(BakpernuieHue 3HAHUIA)

A Temepp, 1aBaiiTe IPOBEPUM, KaK Bbl YCBOWINA MaTE€pHal MO TeMe
6e3onacuHoro Murepuera. Ilpeanarato coBMeCTHO OOCYyIUTH CIEIYIOLINE
BOIIPOCHI:

* YeM omacHbI CalTHI MOANEIKHU?

* Kak pacnoznars nogaenky?

* Yro takoe Cnam? Kak 6opotbcst co Criamom?

» Kakwue cymecTBytoT MeTOBI 6J0KHpoBKH Criam pexIampl?

*  Uro OTHOCHUTCS K IEPCOHATBHBIM JAHHBIM, a UTO K JINYHOM
(xorpuneHMaTBEHON) HHPOpPMATTIN?

* Kakyro uHpopmMaIuo MOKHO MyOJIUKOBaTh B CETH?

* Ilouemy He cTOHT IMyOIMKOBATH CBOM IOJIHBIE JaHHbIE?

* AHOHHUMHOCTH B CETH: IIpaB/a WX BbIMBICEI?

» Kakwue mpaBuia HOBEACHUS B CETH HYXKHO COOII01aTh?

» Kakue omacHOCTH MOACTEPEraloT HaC B OTKPBITHIX CETAX?

» Kak He cTaTh KepTBOW NPECTYNHUKA NP UCIIOIBb30BAHUN OTKPBITHIX
ceten?

» Kakue mpaBuiia moib30BaHUs 4y>KOH TEXHUKOW HY>KHO TOMHHUTB?

* JIuneH3noHHOE COTJIAlICHUE/ TTPaBHJIa MOJIb30BAHUS: YUTATh WIH HET?
* [louemy Ba)XHO 3HATh MPaBUJIA UCTIOIB30BAHMS IIPOTPAMMHOTO
MPOAyKTa/MHTEpHET-pecypea’?

*  Buusl HHTEpHET-MOLICHHNYECTBA (00BEKTHl MOLICHHUYECTBA)?

» Kakue Bunpl npectymieHuil pacnpocTtpanensl B iutepuere?

» Kak He cTaTh XKepTBOU KHOEPIIPECTyTHUKA?



http://eais.rkn.gov.ru/feedback/

